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BE/NVIAVHBEHMRELI-IET U REZA LFA VL. RO REHEBL TS,
@ ABFEHTOT S LTrundl1.exe INMERE L UEEISN - B B
(A B BIFETHTE)

@ Trundill1.exe | DEEENERTDE B HRIEL TL=RBE D HEH
(USB AEYADIT7AIINAE—, DT H A EHE ., A—ILBAEDOWT M EFER)

@ BEEITHAIN-HBUHEREI—FDIFAILE
(BALTSAVTELWEBRSF=-T7MILORNEE . TX AT TAIETHEDR

@ LEERQOTHELLBEUREI—FDOF Y O0—k5T URL

[EEAT—4]
EERRECSUITHLTHYET,

THILE . /var/samba/public/lab/

(R BREIFAIVIFEZIEL-S5ATEMLTHYE TN, —EDIT7AILIEOAIL A%
KT THREMSNBAREELHYET,

B % 5C A M

D FELGTOT S LMund1lexelNMERB LUV EEISN - BB
(£AH Bo2ETHEE)

@ Trundlii1.exe ] DEFNERTD B AREL TLF=RB D HEE
(USB AEYADT7AIIaE—, Dz T H A EHE, A—ILBBEDOWLT hhEFER)

@ BEEITHASIN-HBUEREI—FDIFAILE
(BALTAVTELWEBRST=I7MILORNEE . TX AT TAAETHESR

@ LEQTHELEEBMHHREI—ROAYrO0—KTT URL




EE10fFEH

BHIZ.NTFS DIMFTINSIT7AI VAT LDZA LS4 HEERLET,

. EERmEvIUEREEILET.
2. O F7AV TR (MATE inR) ZEEIL, EERT —2D0BMSh TLE 74 ILA (2T EIL
i—d—o

caine@caine:~$ cd /var/samba/public/lab/

caine@caine:/var/samba/public/lab$

3. mfteemd AT RZEEITL. IMFTIM S body e XD FE 77/ IILEERLET,
BE.ERENET74/44I1ELTYYYYMMDDhhmmss MFTECmd_Output.body 1 ELNS & BT &1L
%9, (YYYYMMDDhhmmss [&. 3<% REETLEEZIELYET,)

caine@caine:/var/samba/public/lab$ mftecmd —f MFT —body . —bd| C
0014:err:xrandr:xrandr12_get_current_mode Unknown mode, returning default.
MFTECmd version 0.2.9.1

Author: Eric Zimmerman (saericzimmerman@gmail. com)
https://github. com/EricZimmerman/MFTECmd

Command line: —=f MFT —body . —bdl C

0038:err:winsock:WSAloct| —> SIO_ADDRESS_LIST_CHANGE request failed with status 0x2733
0038:err:winsock:WSAloct| —> SIO_ADDRESS_LIST CHANGE request failed with status 0x2733

Processed 'MFT' in 8.6680 seconds
Bodyfile output will be saved to ’.¥20180826050356 _MFTECmd_Output. body

(LLTHR)
caine@caine:/var/samba/public/lab$

4. mactime AT URIZEKY, FREIT77AILT (BFZ]) _MFTECmd Outputbody IMBAA LT %E4E
BLET . AT DEITHID body 77 ILA K. BEZEABEZ TZELY, )

caine@caine:/var/samba/public/lab$ mactime —b 20180826050356 MFTECmd Output.b

ody -z Japan -m —-d > timeline_mft. txt
caine@caine: /var/samba/public/lab$




5. EERAREYUDAZ2—(BEETOFRATAIV) MoIWindows Forensics Tools |-
[Timeline Explorer | Z#2&81LET,

6. [Timeline Explorer| T, BT DFIBETERLI=21 LF12 (EfTHITIX, timeline_mft.txt) &
REET,

7. [Timeline Explorer | File Name]5lZ[rund11.exelZT1ILE2LET,
(FLI7RYMNXFONH(IIV) TR HFEDON A F)EDTER)

4

File Tools Help

timeline_mftbt X

Find FX-XD

Power filter o~
Line Tag Timestamp -~ macb

= E = L
643167 [ macb
643168 [ 0I8-08-25 09-19-38_  macb
643172 [ ab
643173 [ 018-08-2509:19:48 macb
643198 []  2018-08-2509:20:12 m.c.

First scrollable column

Meta

L2
18089-128-3
18089-48-2
18092-128-4
18092-48-2
18092-128-4

Mrundil.exelEA S

-

| & rund1l.exe

c:/Users/user01/Desktop/rund11.exe
c:/Users/user01/Desktop/rund11.exe ($FILE_NAME)
c:/Windows/Prefetch/RUND11.EXE-D1A948B1.pf
c:/Windows/Prefetch/RUND11.EXE-D1A948B1.pf ($FILE_NAME)
c:/Windows/Prefetch/RUND11.EXE-D1A948B1.pf

x [ Contains([File Name], 'rund1l.exe’) ~

Z:\ar\samba\public\Lab\timeline_mft txt

»

Edit Filter

Total lines 643,823 | Visible lines 5

TROHERKIY . FBI7M ) Trund11.exe IOVERL BHEFIX2018-08-25 09:19:38 | CHAH &

MERTEET T FBI7MILDEITAR(X., Prefetch 774 JL(RUND11.EXE-D1A94
8B1.pf)DIER B EF (Tmacb 1FI Db 1DBA LRELT) his ., [2018-08-25 09:19:48 | TH S

C&?ﬁﬂi@im'@%i? o

(FEDNZZ] 2018 £ 08 B 25(1) 09:19



9. FEI7AI)Trundll11.exe ] PMERLENT=2018-08-25 09:19:38 1SR A LS5 E > TH
bé&., Internet Explorer D—B 74 LA [CE D IT7AILBMER SN TS ENERTEE
T DIEND, FHEITREERC YT T A EBIEL TV =EHAITEET,

S —— —

File Toois Help

timeline_mft ot

Find L@ First scroliable column - | Bl

Pawer filter f t » -2
Line Tag Timestamp -« macb Meta File Name

= m - o e o n
643132 [] 2018-08-2509:17:47 macb 23631-48.| c:/Users/user01/AppData/Local/Microsoft/Windows/ Temporary Internet Files/Content.LES/RYYA134L/cle.
643133 [] 2018-08-2509:17:47 mab 2497-12..| c:/Users/user01/AppData/Local/Microsoft/Windows/ Temporary Internet Files/Content.[ES/KGV7FOTS/cle
643134 [0 2018-08-2509:17:47 macb 2497-48-2 c:/Users/user01/AppData/Local/Microsoft/Windows/ Temporary Internet Files/Content.IES/KGV7FOTS/cle
643135 [] 2018-08-2509:17:50 .acb 23722-1... | c:/Users/user0l/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.IES/Z JH275HV/62
643136 [] 2018-08-2509:17:50 mab 23722-4..| c:/Users/user01/AppData/Local/Microsoft/Windows/ Temporary Internet Files/Content.IES/ZJH275HV/62
643137 [ 2018-08-2509:17:50 mab 23761-1.. | c:/Users/user01/AppData/Local/Microsoft/Windows/ Temporary Internet Files/Content.IE5/ZJH275HV/cle
643138 [] 2018-08-2509:17:50 macb 23761-4...| c:/Users/user0l/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.IES/ZJH275HV/cle
643139 [1 2018-08-25 09:17:51 m... 23722-1... | c:/Users/user01/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.IE5/Z JH275HV/62
643140 [J 2018-08-2509:17:51 mab 23783-12.§ c:/Users/user01/AppData/Local/Microsoft/Windows/ Temporary Internet Files/Content.[ES/KGV7FOTS/cle
643141 [] 2018-08-25 09:17:51 macb 23783-48.§ c:/Users/user01/AppData/Local/Microsoft/Windows/ Temporary Internet Files/Content.IES/KGV7FOTS/cle
643142 [0 2018-08-2509:17:51 mab 23988-12.| c:/Users/user01/AppData/Local/Microsoft/Windows/ Temporary Internet Files/Content.[ES/KGV7FOTS/cle
643143 [J 2018-08-2509:17:51 macbh 23988-48.| c:/Users/user0l/AppData/Local/Microsoft/Windows/ Temporary Internet Files/Content.IES/KGV7FOTS/cle
6431... [0 2018-08-2509:17:51 mab 23993-1..| c:/Users/user0l/AppData/Local/Microsoft/Windows/ Temporary Internet Files/Content.IES/MA7LM1CU/2(
643145 [ 2018-08-2509:17:51 macb 23993-4.. c:/Users/user0l/AppData/Local/Microsoft/Windows/ Temporary Internet Files/Content.IES/MA7LM1CU/2(
643146 [] 2018-08-2509:19:03 mab 24109-1..] c:/Users/user01/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.IES/RYYAL34L/exg
643147 [ 2018-08-2509:19:03 macb 24109-4. c:/Users/user01/AppData/Local/Microsoft/Windows/ Temporary Internet Files/Content.IE5/RYYA134L/exp
643148 [] 2018-08-2509:19:04 mab 24116-1.. c:/Users/user01/AppData/Local/Microsoft/Windows/ Temporary Internet Files/Content.IE5/MATLM1CU/sr
6431.. [J 2018-08-2509:19:04 macb 24116-4..| c:/Users/user01/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.[ES/MA7LM1CU/sr
643150 [0 2018-08-2509:19:04 mab 24790-1..| c:/Users/user01/AppData/Local/Microsoft/Windows/ Temporary Internet Files/Content.IES/RYYA134L/Djv
643151 [J 2018-08-2509:19:04 macb 24790-4..| c:/Users/user01/AppData/Local/Microsoft/Windows/ Temporary Internet Files/Content.IES/RYYA134L/Djv

\timeline_mft tet

[(MEQDEA] VTV HE

10. REIT7A )L Trundli . exe IBMERSNDERIT. TTVHFD—BFI7AJLIZ Flash 774 JLID]
wBv[1lswfIDNEZFAFEFNTVET, ESBHREICERAINOTLNI7AILTHS=®H. Viru
s Total BETIAMIRFTVILTHI=WLWECATT M, EETIX., Z71ILDORNBEZHIBRL
THdH=0H. EVMIHELD, THFRARITAATRERZHEZELTHET,

S

File Tools Help

timeline_mftot X

Eind = EXD First scrollabie column il
Power filter | r 2 -7
...... Timestamp ~ macb .. File Name
v E - - - y

... [0 2018-08-25 09:17:50 mab .. c:/Users/user01/AppData/Local/Microsoft/Windows/ Temporary Internet Files/Content.IE5/Z JH275HV/clear[7].gif

.. [0 2018-08-25 09:17:50 macb ... c:/Users/user01/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.IES/Z JH275HV/clear{7].gif ($FILE_NAM
... [12018-08-25 09:17:51 m... c:/Usersfuser01/AppData/Local/Microsoft/Windows/ Temporary Internet Files/Content.IE5/Z]H275HV/6234161[1].htm

... [] 2018-08-25 09:17:51 ma.b c:/Usersfuser01/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.IES/KGV7FOTS/clearCALRN7I9.gif

.. [] 2018-08-25 09:17:51 macb c:/Users/user01/AppData/Local/Microsoft/Windows/ Temporary Internet Files/Content.IES/KGV7FOTS/clearCALRN7I9.gif ($FIL
.. [] 2018-08-25 09:17:51 ma.b c:/Users/user01/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.IE5/KGV7FOTS/clearCAS0IKXY.gif

.. [] 2018-08-25 09:17:51 macb ... c:/Users/user01/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.IES/KGV7FOTS/clearCASOIKXY.gif ($FIL
... [ 2018-08-25 09:17:51 ma.b .. c:/Usersfuser01/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.IES/MA7LM1CU/20180821-00000016-zd
... [ 2018-08-25 09:17:51 macb ... c:/Users/user01/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.IE5/MA7LM1CU/20180821-00000016-zd
.. [0 2018-08-25 09:19:03 mab .. c:/Users/user01/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content. [ES/RYYA134L/exploit_attacker_com[1]
... [1 2018-08-25 09:19:03 macb .. c:/Users/user01/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.IE5/RYYA134L/exploit_attacker_com[1’
.. [/ 2018-08-25 09:19:04 ma.b .. c:/Usersfuser01/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.[ES/MA7LM1CU/smTHSU[1].htm

... [J 2018-08-25 09:19:08 .a.b
... [] 2018-08-25 09:19:08 macb
.. [0 2018-08-25 09:19:10 .a.b

/Windows/System32/winevt/Logs/Microsoft-Windows-WER-Diag%4 Operational.evix
c:/Windows/System32/winevt/Logs/Microsoft-Windows-WER-Diag%4Operational.evtx ($FILE_NAME)
c:/Windows/System32/winevt/Logs/Microsoft-Windows-Fault-Tolerant-Heap%4Operational evix

... [0 2018-08-25 09:19:10 macb ... c:/Windows/System32/winevt/Logs/Microsoft-Windows-Fauit-Tolerant-Heap%40Operational.evix ($FILE_NAME)
.. [12018-08-25 09:19:10 mac. ... c:/Windows/System32/winevt/Logs -




11. EEAREBIL VDA 2a—(BEETOFRATAAV) Ml 7o) I-TPluma Text Edi
tor |Z#2&IL . [ /var/samba/public/lab/Users/user01/AppData/Local/Microsoft/Windows/
Temporary Internet Files/Content.IE5/RYYA134L/DjwBv[1].swf1ZBFWNTHET .

File Edit View Search Tools Documents Help

Jopen » § Save & 6 Q Q

8 DjwBv[1].swF #

1SR EI— RO 77N TT. (ML AREY IMN RSN 77 LORE
HEELTHYET)

Plain Text + | Tab Width: 4 ~ Ln 1, Col1 INS

CDI7AIVIE, FEBHREI—RZ21=&5TT,
[BEQMZZ] DjwBv[1].swf

12, eS8 RBEI—FOF I 0—F URL ZRET 210, TSV DEEBRERELZMLS
AUBITLTHES,



13. AU RTAUTRT log2timeline AV FEESTL. Users | 74 LA TSN TS IET
U AB5, plaso storage XD HRE 774 )L (E1THITIE. Tdb.plasol) ZERRLET S

caine@caine:/var/samba/public/lab$ log2timeline.py db.plaso Users/
plaso — log2timeline version 20171020

Source path . /var/samba/public/Lab02/Users
Source type . directory

Tasks: Queued Processing To merge Abandoned Total
0 0 0 0 536
(FPEEER)
Processing completed.

caine@caine: /var/samba/public/lab$

14. psort AT RIZKY ., BT DFIETIER L = db.plaso IMNSRAL LTA U EERLET,

caine@caine:/var/samba/public/lab$ psort.py -z Japan —-o |2tcsv —w timeline_pl

aso. txt db.plaso
caine@caine:/var/samba/public/lab$

15. [Timeline Explorer ] T, BIIRDFIETIERLTI=24 LS4 (EITHITIZL. timeline_plaso.txt)
HE. B REI—RDT7AILAIDWBV[1]swfl TISILAEMTET,

timeline_mftod | timeline_plaso td
Find L@y First scrallable column t -] [
Pawer filter L -2
<. ... Timestamp ~ .. Source .. m.. .. Long Description
v 6 = =3 o 8 DjwBv[1].swf
.. [] 2018-08-25 09:19:06 ... WEBHIST ... 0 Location: http://exploit.attacker.com/sm THSU/DjwBv.swf Number of hits: 3 Cached file: RYYA134L\DjwBv[1].swf Cac
.. [ 2018-08-25 09:20:09 ... WEBHIST .a.. 0 Location: http://exploit.attacker.com/smTHSU/DjwBv.swf Number of hits: 3 Cached file: RYYA134L\DjwBv[1].swf Cac
] 2018-08-25 09:57.14 ... FILE ma.. 0 OS:fvar/5amba/public.'Labp‘Users/userOl/AppData/Local;‘Microsoftf\nﬁndows/Tempnrary Internet Files/Content.IE5/RY:
... [ 2018-08-26 17:57:53 ... FILE .c. 0 OS:/var/samba/public/Lab/Users/user01/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.IE5/RY.
4 3
x [Z]Contains([Long Description], 'DjwBv[1].swf') ~ Edit Filter

Z:\var\samba\public\Lab\timeline_plaso.txt Total lines 3,314 | Visible lines 4




16. TDjwBv[1].swf1DA 9> A—K It URL (&l http://exploit.attacker.com/smTHSU/DjwBv.swf]
THAHACENFERTEET,
[EIRE@MDZZ] http://exploit.attacker.com/smTHSU/DjwBv.swf

UETEERRTTY., BERNSETL,

[E1Z 451

D FELZTOY S5 LM und1lexe ] NMERB LU EEISN - BB
(A B B2ETHEE)
2018 &£ 08 A 25(%) 09:19

@ Tlrundilll.exe | DFEENERID B HRELTULNF=REDH#EE

(USB A*EYADIT7AINAE—, DT H A EE ., A—ILBAEDOWT UM EER)
YA EE

@ BEICHASINBEHEREI—RFDI7MILE
BALZAVTRLWERST-771ILOREE . TXANIT43E THER)
DjwBv[1].swf

@ LRECTHELRBEEREI—FOF > A—RT URL
http://exploit.attacker.com/smTHSU/DjwBv.swf




