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RDP[Remote Desktop Protocol]
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«  Wireshark® X 7% ##5E
- Nrobaxo g TaranT IS4 X RERI1VE, HiEt

«  Wireshark®i%#
- ®MBE7aralLtLluaE B TIST MU Rh Al RE
— Caine LinuxiZT 474 )L TCA U A= )LiEFEH X Windowshkt &

Downlead Go Beyond

https://www.Wireshark.org/

P 22



WiresharkD{ELVE — HEE)

o ETA=a—FRE2(FH) [Forensics Tools|->INetwork forensics |->
[Wireshark  Ci#2&81LE T,

B osinT
" Analysis
caine's Home g Disks
! Database
! Hash
! Malware
! Memory forensics

Mobile forensics Q U A N TI: lJ M

Timeline
B Guymager > Zenmap
I = IMG_MAP “© Zenmap (as root)

. Autopsy 2.24

@ reverse Engineering

! Windows Forensics Tools

“ @ NBTEMPOX

BB XMount-GUI
' [Z] mixed scripts
. = Remote Filesystem Mounter
! [5 Log2Timeline
. B oire
M xHFs » . = -
gk Al @d INVestigative Environment
i . RegRipper
" B xal
@ Lock Screen M RecuperaBit
ﬂ Log Qut caine... E DDRescue-Gui
n Shut Down... " Mobius
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Wireshark®D{ELVAE — T T FvBA

Applications - Places B Wireshark -
The Wireshark Network Analyzer e 0 0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AN O DCIXGE Qe .ewCEas
|::_'-=.-:-'_.- 3 display filter ... <Ctrl-/ - * Expression.. +
Welcome to Wireshark
Capture
-using this filter: | il | Enter a capture filte - | All interfaces shown -
any — i o s
Loopback: lo 4:'\77 ¥‘7;§|’%0)4>971_121§;R
nflog
nfqueue
usbmonl
Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 2.6.1 (Git v2.6.1 packaged as 2.6.1-1).
Ready fo load or capture Mo Packets Profile: Default
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WiresharkD{EWAE — ¥ TF¥I7MILDREE

« AZa—/\—IFilej->[Save As... &% ZEIRL. ¥ TFrLI=771ILERELET,

Applications - B Wireshark -
*eth
ﬂ Edit View Go Capture Analyze Statistics Telep
Open Ctri+0 b
[ Open Recent '
Merge.. I
[ ot Tourr sk D ton
Import from Hex Dump... s &6
Close N }8.56
Save As..BEIR | s
| =% = —
Save As, Ctri+5hift+5
66 by
File Set ' BpO:
168.5
Export Specified Packets. ke a7
Export Packet Dissections '
Export Packet Bytes.. Ctri+Shift+x
Export PDUs to File..,
Export S5L Session Keys.. 1t ol
Export Objects » a8 34
ae 24
Print., Ctri+P B9 al
Cluit Ctri+Q
@ ¥  wireshark_eth0.._2dUAES pcapne  Packets: 16 - Dis)

Wireshark - Save Capture File As

Look In; B roo | = = B

B Computer | Name * Size Type

m B Desktop Folder
B Documents Folder
B Downloads Folder
B Music Folder
B Pictures Folder
B Fublic Folder
B Templates Folder
M Videos Folder
.| BEEAN

pcapl THRTF

File name: |tcp_sample

U THLEF

Save as: | Wireshark/tcpdumpd... - pcap

Compress with gzip

-

Date Mot
J17/18

4f26/18.
A4 26/18.
4126118,
J/17/18

4426/18.
44 26/18.
Af26/18.

O Save
& Cancel

& Help
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WiresharkD{ELVvA — pcap7 71 /LERFK

A=a—N\—TI77P4IL->TRKIZFZEIRL, 771 L ERBEm MO X T F L7741
)L (JE5RF pcap) Z:ERL. [Openl RE2ZFHLET,

4 Lookin: | B9 /var/samba/public/tips1

B computer Name
B oot B pcap dmzpeap

- Q @ O @ [ IE
 Size Type Date Modified
25.3MB pcap File '2019/09/11 2:57

x]

File name: | pcap_dmz.pcap : Qpen
Cancel [

1| Files of tvpe: .!ﬁ.il Files b Help

F74 ILIBR A S BRI - | BT Wireshark/tcpdump/... - pcap
[ HA X 25 MiB, 27,986 /4w bk

FEs / #Ea: 2019-08-25 22:36:16 / 00:00:21

BNy WALy - ZEELEY

l— s
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WiresharkD{ELVAF — ERIEELETDORA
X7 FrEETIE EEO/NNTYFDHMEREFERTHENTEET,

Applications « Places v B8 Wireshark « Tue 21:59 w b
) *
FvIF vt o
T Analyze Statistics Telephony Wireless Tools Help

@ @ @ IF

& R& ﬁ#\v?ﬂv] kil —

(RlrpptyA Ny M 13-k |

No. v a’-'\‘lr _u: ; Destination Protocol Lermg
L e awe.41068.56.103 192.168.56.104 ICMP {ping)

+- 2 0.080572343 192.168.56.104 192.168.56.103 ICMP 98 Echo (ping} reply
3 1.023637500 192.168.56.103 192.168.56.104 ICMP 98 Echo (ping) regues
41.024549421 192.168.56.104 192.168.56.103 ICMP 98 Echo (ping) reply -

q L

Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @ -

Ethernet II, Src: PcsCompu_af:3a:1f (B88:080:27:a9:3a:1f), Dst: PcsCompu _b2:6f:f2 (08:€

Internet Protocol Version 4, Src: 192.168.56.183, Dst: 192.168.56.104

Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: ©
Checksum: 8xd8b® [correct]
[Checksum Status: Good]

vERTLTEIOMNILO
sHAll IR Z |

-

peee 08 00 27 b2 6f f2 EHJEEINER 29 3a 1f 08 00 45 00 "o} ;- E
1016 00 54 45 a6 40 00 40 01 ©2 €3 cO a8 38 67 cO a8 TE @0 8g-
38 68 88 00 d8 be 7 1b 00 84 el e7 4d 5b 00 @@  8h M[
00 00 2a la 0O 06 80 60 60 80 16 11 12 13 14 15 ¥
16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 " #$%

26 27 28 29 2a 2b
36 37

30 31 32 33 34 35 &'()*+,- ./01234
67

163ERES ASCIIR5E

@ 7 wireshark_eth0_20180 pcapng Packets: 8 - Displayed: & (100.
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WiresharkD{ELVA — TRIqILA

 RRIANAEANT BED/ T DHERTEEHENTEET, BXAEL
NETR I, RS TVBE R IDEBBITAYET, (1A 2DBERAISTEL T

=8,
Applications = Places » @ Wireshark =

*eth0 e © O
File Edit View Go Capture Analyze 5tatistics Telephony Wireless Tools Help
Am e b smoms p 2w s = @\Elﬁlﬁ%wﬂ]
W [ip.src==192.168.56.103 B30 ~| Expression.. +

No. Time Source Destination Protocol Length Info

1V IRRER |

1 6.000000000  192.168.56.103 192.168.56.104 ICMP 98 Echo
3 1.023637560 192.168.56.1863 192.168.56.184 ICMP 98 Echo [ping] reques id=i
7 2.024975866 192.168.56.103 192.168.56.184 ICMP 98 Echo (ping) request id=f
J4ILE = i

eth. src HNREDEET/FREMMCT FLRAZE | eth. src==08:00:27:46:d9:2a

eth. dst LINT Y FDAHRT

ip. src 561%@%1%7‘5/?139&1P7 FLRZEL | ip. src==192.168.1. 1

ip. dst INT Y FDHRT ip. dst==192.168. 1. 2

i cmp ICNPZ7 O koD HEERT i cmp

= (&H) FHLUNERT, [l EBEEDE. ip.src!=192.168. 1. 1
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WiresharkD{#ELv5 — Time

T 24 IMRETEH I Timel 5l X &EA D/ b Mo DFEBERENRRSNET , A

Za—N\—IRRI>IBIANRTERI>BRI1ZERTEHET, \yybEMELT

274
A

L]

o

FRIARRSNET,

BICVES

MME) WEE) BEIG) FrIFrC) He) #EES) Ry

| V] 2 sY— I —(E)
05 ol L Ry —p ()
2F—HR/—(S)
ZWATY—Y
i h—BE(L)
(D)
Py b 1EIB)
BHEFREL
BRI R
Z—b

[ @ V| ALY — s S—(M)

<

< =&

TATERBE
FTATHUBW
Hryr—REERITS
EfFA—(C)
HEICBEDNE
LAPIREY b

=
=

ek

G

SRR V—IT)  ~LFH)

Ty

7

N

£3 -] s |+

F11

Ctri+Right
Ctri+Left

Ctri+Shift+W

1

any
Loopback: lo
nflog
nfgueue
usbmoni
@) Random packet generator: randpkt

@ UDP Listener remote capture: udpdump

1118

*B

BIEF (1973-06-14 01:02:03.123456)

£, EH, B (1970/001 01:02:03.123456)
Bl (01:02:03.123456)

19701 A1 B850

Fr 7 FrRIED S OIE

S e 7 Frshier iy b OibE
MCERF I ok b0

UTC BB (1973-06-14 01:02:03.123456)
UTCE (B H, M5 (1970/001 01:02:03.123456)
UTCHE (01:02:03.123456)
BEF v T Fr Il i)

E

HK10%:

X100%

B

St

+I#

B ER

Crrel+Alt+]

Ctri+Alt+2
Ctri+Alt+3
Ctri+alt+4
Ctri+Alt+5
Ctri+Alt+6
Ctri+Alt+7

Ctri+Alt+8

| | FRTORFINSA I —Tz— ¥
|

A=f=ZHAF - Wik - HELEZE - A=) TYRp

WiresharkZi@8#seTT2.4.1 (v2.4.1)

maAHLLAUTFr I F Ot

A 1909...

[cain... [ public

PR

7k 9H 18,01:38[Q

ZJa774 ADefault

P29



Wireshark® {5 — TCP Stream

« TCP/N\,vyhrETHSYYwHL. TFollow->ITCP Stream |Z#E#EIRL . TCPAR)— L

MARILTEET,

Applications -

File Edit View Go C
d B ® D

[W ip.sre==192.168.56.10
Nao, Time i

1 “o.425351317

| .. B.431478959 |
8.432109139
B.4324682821

Frame 11: 66 byte
Ethernet II, Src:
Internet Protocol
Transmission Cont

r w w w

g8 ep 27 b2 ¢
88 34 52 ac 4

¢S 53

38 68 92 34 bvwwwrrw
ga 9 f2 46 06 68 681 a1

wireshark_eth0_...7 _2dUABS.pcapn

Mark/Unmark Packet

lgnare/Unignore Packet W
Set/Unset Time Reference oo
Time Shift...

Packet Comment..

Edit Resclved Mame e

Apply as Filter v 74

4 T
Prepare a Filter P T
Conversation Filker *

Bo L
Coloriz 3,

TCP Stream%iziR

SCTR

B, D
Follow ¥
Copy L
Protocol Preferences L
Decode As.. é.@ 49

i7 cf

B8 Ba B9 89 af 3e 0f

Show Packet in New Window

Packets: 16 - Displayeq

GET / HTTP#1.1
User-Agent: Wgets1.319.5
Accept: “4*
Actepl-Encoding: iden
Hastt 192.168.56, 164
Connection: Keep-aAlive

inux-gnu)

HTTR/1.1 288 OK

Date: Tue, 17 Jul ZP1B 13:1@:38 BMT
Server: Apachos2,2.8 [(Ubuntuw) DAV/Z
X-Powered-By: PHP/S. 2. 4-2ubuntus. 18
Kepp-alive: Cimeout=15, max=168
Connectlon: Keep-Alive
Transfer-Encoding: chunked
Content-Type! text/html

sy

shimlz=<head=<lillesMetasploitable? -

Epres

Linus<st L Ll e=<fheada<hody=
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Wireshark D #EEH1EER
-  Wiresharkld., SFEIFL AT BFEREMSG TEET,

e A=a—/\

— it 12 BIRT B Ama—DRTEINFT,

T
p_dmz.pcap (as superuser)
ZPAME RERE FRN) BHG) FrIFeQ) HWEA) Bly)  RERW)
_— K= | ErTFeIrAATOAT
] | = =9
4 = @ 1] @ i 1 mRLEPRLR
LIE 1l Cur FOrLEER(PR)
No. Time Source | wE
92,1685 .
2 2019-88-25 .011 192.168.1  /rukk
3 2019-88-25 22:36:16.011 192.168.1 fapas
4 2019-88-25 22:36:16.011 192.168.9 22270
5 2019-08-25 :16.011 192.168.4  TTEARERM
6 2019-88-25 :16.011 192.168.1  DHCP (BOOTP) Statistics
7 2019-88-25 :16.011 192.168.9  one-RPC Programs
8 2019-88-25 116.011 192.168.9 .0
9 2019-88-25 :16.011 192.168.1 e
10 2019-08-25 :16.011 192.168.1  ANCP
11 2019-08-25 1 BAChet

:16.011 192.168.

000. .... .... = Reserved: Not set| %%
.0 Nonce: Not set DNS

Congesﬁiun Window S0—#57
ECN-Echo: Not set
Urgent: Not set HARTAP
Acknowledgment: S¢  HPFEEDS
Push: Not set HTTP
Reset: Not set HTTP2
Syn: ot sef Sametime

Fin: Not set _

[TCP Flags: --«---- Aswni] TCPAMI—LT 57

Window size value: 256 UDPTAFHrAbAR—4

[Calculated window size: 256]
[wWindow size scaling factor:
Checksum: 0xd®b4 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
+ [SEQ/ACK analysis]
[Bytes in flight: 146@]
[Bytes sent since last PSH flag: 1460]
TCP payload (1460 bytes)
00 Oc 29 3b 29 7c GO Gc 29 48 B1 48 08 00 45 80
05 dc 62 e5 40 08 7f 06 9e Ge c® a8 of cd c@ a8
64 0a 8d 3d c3 b2 97 6d e3 d4 66 70 c3 60 50 10
01 6@ do b4 GO 68 83 B ©Oa ae 02 fO 88 68 60 01
03 eb 70 Ba 9f 08 GO 0 00 B84 40 71 95 fd 16 e4
82 84 3b 54 62 b6 11 50 94 93 92 02 1d 7e e7 a4
12 93 1c af af f1 a8 88 ca bb 31 c4 33 fc dé dc

IPv4 Statistics

-1 (unkt Py

O 7 pcapdme

Y=IT)  ~AFH)

CtrHNH—Sh\fﬂC

Length Info

1514 3389 - 50098

Seq=1 Ack=1 Win=256 Len=1460

1328 3389 — 50098 [PSH, ACK] Seq=1461 Ack=1 Win=256 Len=1274

1514 3389 — 50091 [ACK] Seq=1 Ack=1 Win=256 Len=1460
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- llogld:E:

1 a thick piece of wood that has fallen or been cut from
a tree

2 (also logbook) the official written record of a ship's or

an aircraft's journey

[ 1 ]Oxford wordpower dictionary
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