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TEF1 /RO S N

LY
FFEBEY—/\(Windows H—/\)DARUFOTERAEL. WD EIHhD-EDKSITIRES
N=MZEHERIL TS,

@ FERTAUVERITHRETIP PRLR

@ FEOTAUVERETORBREEIB GEITEDR P TRLAD DD EHE R
Q ERRESNIEBRDNIKETIP FRLR

@ EFRIRME (AT F2) LT

[EERT—4]
EEARETLUISEMLTHYET,

THILE : /var/samba/public/tips2

B—IFI)LERE. ROATUREERITLTLEE W csv T7AILD AT (tips2) (FIEE D AT
LTV =FENWTEBWETA. BEDTALIRIZ, csv T7AILDMERRENET,

cd /var/samba/public/tips2
evtxecmd -d ./ ——csv ./ —csvf tips2. csv

ARATURTYER LTzl csv BER 1771/ IL%. LibreOffice TI7AILZERILTT LY,
F 1=, evixecmd TYERLI=T—2IZBERIIZE>TULVEE A, [ TimeCreated | 5| & F—I(Z
WUEZ TS,

B & 5 AR

OFREQTAUHAITHETIP PRLR:
QAFEOT A RITEIE KRB = BRIhEL: =]
QiEMRIREEINT=LBDONEIKETIP FRLX:

@iE[RBE (AT A ) LTV =R i3 o~ i3 )




LibreOffice TRELI=IGEDHIEMETLET . £f=. CSV DT —RELLELAOTULINKSIZ UTC B

% TREERLET .

1. Tevtxecmd] THERLT= csv FERX 774 /L% LibreOffice TRAEE Y,

caine@caine:/var/samba/public/tips2$ libreoffice tips2.csv

2. [Text import] DA VRIMNRTREINFET D TIOKIARZUEIRLTIZELY,

oxt Import - [Hps2.cov] % [EIEE]
Import
Character set: [Unicode (UTF-8) 2
Language: Default - Japanese 2
From row: 1 =
Separator Options
Fixed width @® separated by
& Tab & comma & Semicolon Space | Other
| Merge delimiters Textdelimiter: |" |~
Other Options
Quoted field as text | Detect special numbers
Fields
Colum
Standard Standard Standard Standz
1 RecordNumber EventRecordId TimeCreated Event
21 i§ 2019-08-17 06:35:11.8396275 4625
3ap 2 2019-08-17 06:35:11.8220859 1531
48 3 2019-08-17 06:35:13.4524215 5615
54 4 2019-08-17 @ 5:29.7913687 1532
65 5 2019-08-17 O 5:55.2516816 1016
76 6 2019-08-17 O 5:55.3142179 1034
87 T4 2019-08-17 ©6:35:55.3454661 10603 -
v
Help @ cancel

3. AZa—/\—hirlDatal—ISort | ZEIRL TLIZELY, Sort Key 1 DIEIZI TimeCreated | %
EIRL. TOKJFRAZIL TS,

File Edit View Insert Format Sheet Data Tools Window
E-BEH (M@ «38- 4&
Lberationsans |-/ (10 |-/ @& @ & & - -
| & I = [TimeCreated

A1:X12124

Help

n ted
32019-08-17 06:34:46.5169233
42019-08-17 06:34:46.5169537 153
52019-08-17 06:34:46.5170390 27
62019-08-17 06:34:46.5170394 25
72019-08-17 06:34:46.5170781 8
820190817 06:34:46.5170939 32
12019.08-17 06:34:46.5179267 403

lEventid

undefined -
RecordNumber

Level Provider Channel
4 Microsoft-Windows-Kermel-General System

4 Microsoft-Windows-Kemel-Boot e

4 Microsoft-windows-Kernel-Boot
4 Microsoft-Windows-Kemnel-Boot
4 Microsoft-Windows-Kernel-Boot
3Microsol:Windows Kemel.prp
4 Microsoft-Windows-Kernel-PnP.

Sort Criteria | Options
Sort Key 1 @

I [rimeCreated 3

3§t key 2

3|
4

5|

6

7

8

1

2 22019.08-17 06:34:46.5182317. 410
3

4

5

6

i EVEnTT

g

= Level
9 92018-0817 06:-34i o (i dor

Computer
Userld

16 5 MapDescription
b 172019.08-17 06:34 ChunkNumber
18 182019.08-17 06:24} UserName

19 16.2019.08-17 06:34i RemoteHost

20 2020190817 06:34| PayloadData1

PayloadData4
24 24 2019-08-17 06:34| PayloadDatas
PayloadData6
Executablelnfo

.| > |sourceFile
X [Find ° |Payload

@ Ascending

|- undefined -

drt Key 3

Help oK Cancel
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A= a—/\—Mm 5 Data]—T AutoFilter |z @ AL TLEELY,

File Edit view Insert Format S!‘,eri Data Tools Window Help

=00 R =0 ' -
: Sort Ascending
Liberation Sans | ~ | | 10 - aa Sort Descending

More Hiters

Pivot Table

ulate
Vvalidity
Subtol
Form

I McrosoniWindg
16 2019-08-17 06:34:47.5185279 4 Microsoft-Windo

MapDescription BN 74 JLRATAYT 7> %k Bi% <9 [Failed logonZETELEF , MapDescriptio
n FIDVRALERL TSN, — BT DTAIIDFTvoENLET, [Failed logonl[ZFTv%
ZD(TTLIEEWY, TOK IFRAVFIRL TS,

K | K | =

“luseng  [F]MapDescription [Fuse [Juseid  [=]MapDescription Huser
151518 o TU S-1518 o
1 15518, o TU 51518 0
1 |S-1:518 L TU 51518 0
1 |S14:18, o TU 51518 [
L |SLbdE, 0 TU S1518 0
1S 1o1n o TU S1518 [
4 iS58 L TU 51518 Empty 0
| Lot o TU 51518 [
| |S-1.5-18 0 b Standard Fil 0
| |S-1-5-18 o b o
oot - o o

e T [J
| 51518 3 0 0 o
| |S-1-5-18 5t o
1 51518 & Alogon was attemp o w o
| S1518 ® A " i 0 pisl L
| S1518 = newservicewasin o it: | Finished enumeratic g
ot e i o O Finished execution g
| S1518 ol Adminislrative logo§ 0 i [C] NTLMauthenticatio o
| s1518 F— 0 Lt oy o L
| S-1.518 E 0 m o
151518 ] ) I L
Nt [__ox ] concel ] s wm o

ancel

| s1518 0 ™ Ok __ ] Cancel. °
I |S-1.5-18 o —Tu o



6.

8/25 13:05:15 | LARE.

EXR

r2019/8/25 13:06:39 £ T.

BERFLTAT AV RBL TSI EA HAY

D L
[~]Eventd [~]mapDescrintion

(3
E-B-EH- M@ «28- 3& <
Liberationsans |»| [10 |~ @ @ @ & - S =r=
Al v| # Z = |RecordNumber
c
~ |TimeCreated

10745 1150 2018-08-25 13:05:15.9657114
10760 1151 2019-08-25 13 .7429072
10775 1152 2019-08-25 13:05:18.6097675
10790 1153 2019-08-

10805 1154 2019-08-

10820 11552019-08 5

10835 1156 2019-08-25 13:05:24.1399874
10850 1157 2019-08-25 13 .0259744
10865 1158 2019-08-25 13:05:26.9370864
10880 1159 2019-08-25 13:05:27.8332851
10895 1160 2019-08-25 13:05:29.7092373
10910 1161 2019-08-25 1. .5974981
10925 11622019-08-25 1 4651358
10940 11632019-08-25 13:05:33.33689419
10955 1164 2019-08-25 13:05:35.2270506
10970 1165 2018-08-25 1 6.1256355
10985 1166 2019-08-25 1. .9881252
11001 1167 2019-08-25 13:05:38.8928066
11016 1168 2019-08-25 13 .7677175
11031 11692019-08-25 13:05:41.6701353
11046 1170 2013-08- .5501625
11061 1171 2019-08-25 13:05:44.4178623
11076 1172 2019-08-25 13 .3250418
11091 1173 2019-08-25 13:05:47.2008683
1111 11742019-08-25 1 .0696984
11126 11752019-08-25 13:05:49.9655727
11141 1176 2019-08-25 13:05:51.8375920
11156 1177 2018-08-25 13:05:52.7557546
M4 b M+ | tps2

% [Find v| @ Find All

Sheet 1 0f 1 63 of 12123 records found

4625 Failed logor
4625 Failed logor

g

logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon
4625 Failed logon

Formatted Display

Default

0 o oo

‘0 =0

il

il

o Q R

[RemoteHost PayloadDatal [*lPayloadDataz [ZlPayloadDatas [~ o
jessie (192.168.15.150) Target: \Administrator LogonType 3 |

jessie (192.168.15.150) dministrator LogonType 3 R
essie (192.168.15.151) dministrator LogonType 3

essie (192.168.15.151) dministrator LogonType 3 (a4
essie (192.168.15.152) dministrator LogonType 3

essie (192.168.15.152) i LogonType 3 (O]
jessie (192.168.15.153) dministrator LogonType 3

essie (192.168.15.153) dministrator LogonType 3 =
jessie (192.168.15.154) dministrator LogonType 3

jessie (192.168.15.154) dministrator LogonType 3

essie (192.168.15.155) dministrator LogonType 3

essie (192.168.15.155) dministrator LogonType 3

essie (192.168.15.156) dministrator LogonType 3

essie (192.168.15.156) Target: \Administrator LogonType 3

jessie (192.168.15.157) Target: \Administrator LogonType 3

essie (192.168.15.157) dministrator LogonType 3

essie (192.168.15.158) dministrator LogonType 3

essie (192.168.15.158) dministrator LogonType 3

essie (192.168.15.159) dministrator LogonType 3

jessie (192.168,15.159) dministrator LogonType 3

essie (192.168.15.160) dministrator LogonType 3
jessie (192.168.15.160) dministrator LogonType 3

essie (192.168.15.161) dministrator LogonType 3

essie (192.168.15.161) dministrator LogonType 3

jessie (192.168.15.162) LogonType 3

jessie (192.168.15.162) dministrator LogonType 3
jessie (192.168.15.163) Target: \Administrator LogonType 3
jessie (192.168.15.163) Target: \Administrator LogonType 3 A

Match case

K EFTIE, FEGIIZERRICRELEZEETY . UBRLREETT

—BEIZHZEMLTEEW, Al BILEBRLIZRIC, A=a—/N\—M 5T Sheet |—TInsert
Columns]—TColumns Left]|Z&IRLTLIZELY,

File Edit View

Liberation Sans

Al

Insert  Feri
E-8-&-

¥| 110

A=,

10745
10760
10775
10790
10805
10820
10835
10850
10865
10880
10895
10910
10925

annan

Sheet

Data Tools
Insert Cell
Insert Row:

olumns

age Break
Insert Sheet...
Insert Sheet atEnd...

Insert Sheet from File...

Link ko External Data...

Fill Cells

Named Ranges and Expressions »
cle Cell Reference Types F4

Window

Help

(o]
[~/Remotetost

iessie (192.168.15.150)
logon jessie (192.168.15.150)
Iogon iessie (192.168.15.151)
logon iessie (192.168.15.151)
logon iessie (192.168.15.152)
logon jessie (192.168.15.152)
Iogon iessie (192.168.15.153)
logon iessie (192.168.15.153)
logon jessie (192.168.15.154)
Iogon iessie (192.168.15.154)
logon liessie (192.168.15.155)
logon jessie (192.168.15.155)
logon jessie (192.168.15.156)
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—5|BIZIFLAGIEA AL TS, 4L A THHEL=1TD FLAG FIZIZTO1E A AL TLE
S, CNIFEELRERICBENZfT T, J0IILAEEBRL-EZ TERELLOT NESIZT 51
HD TIPS T, £ (TOBEEBEZEZA TV ELWTHEULEE A,

View Insert Data Tools window

E-5EH- M8 « 2B a&
Liberation Sans | v |10 - a a Q E = = iz_
A1 v & L = [FLAG
- B D
[ FLAG |RecordNumber [~]TimeCreated e

10745 (o] 1150 2019-08-25 13:05:15.9657114
10760 Q 1151 2019-08-25 13
10775 (0] 1152 2019-08-25 13:05:
10790 (0] 1153 2019-08-25 13:05:19.4949230
10805 (o] 1154 2019-08-25 13:05:21.3791111
10820 @] 1155 2019-08-25 13
10835 @] 1156 2019-08-25 13
10850 (0] 1157 2019-08-25 13:05:
10865 (0] 1158 2019-08-25 13:05:26.9370864
10880 )| © 1159 2019-08-25 13:05:27.8332851
10895)| O 1160 2019-08-25 13:i 9.7092373
10910)| © 1161 2019-08-25 13: 0.5974981
10925 O 1162 2019-08-25 13: 2.4651358
10940 )| O 1163 2019-08-25 13: 3.3389419
10955 )| O 1164 2019-08-25 13 5.2270506
10970 )| O 1165/2019-08-25 13 6.1256355
10985 O 1166/2019-08-25 13 7.9881252
11001 )| O 1167/2019-08-25 13 8.8928066
11016 (0] 11682019-08-25 13 0.7677175
11031 [o] 1169 2019-08-25 13:05:41.6701353
11046 (o] 1170 2019-08-25 13:05:43.5501625
11061 Q 1171 2019-08-25 13:05:44.4178623
11076 (o] 1172 2019-08-25 13 6.3250418
11091 (@] 1173 2019-08-25 13:05:
11111 Q 1174 2019-08-25 13:05:49.0696984
11126 @] 1175 2019-08-25 13:05:49.9655727
11141 @] 1176 2019-08-25 13 1.8375920
11156 (0] 1177 2019-08-25 13:05:52.7557546

lRemoteHost |5Z R5&. O A VEITEITOHHETD IP PRL XA 192.168.15.150~192.1
68.15.180 THAHZENHMYET,

=SS 0EHEH 9-%00H %2
M P

[*]MapDescription ~]RemoteHost =lPay
625 Failed logon lessie (192.168.15.150) Tar
625 Failed logon jessie (192.168.15.150) Tart
625 Failed logon jessie (192.168.15.151) Tart
525 Failed logon jessie (192.168.15.151) Tary
625 Failed logon jessie (192.168.15.152) Tart
625 Failed logon lessie (192.168.15.152) Tart
625 Failed logon jessie (192.168.15.153) Tart
625 Failed logon jessie (192.168.15.153) Targ
625 Failed logon [essie (192.168.15.154) Tart
625 Failed logon jessie (192.168.15.154) Targ
625 Failed logon jessie (192.168.15.155) Tar
625 Failed logon Jessie (192.168.15.155) Targ
625 Failed logon jessie (192.168.15.156) Tar
625 Failed logon iessie (192.168.15.156) Tar
625/Failed logon jessie (192.168.15.157) Targ
625 Failed logon jessie (192.168.15.157) Tar;
625 Failed logon jessie (192.168.15.158) Tar;
625 Failed logon jessie (192.168.15.158) Tart
625 Failed logon jessie (192.168.15.159) Tart
625 Failed logon jessie (192.168.15.159) Tary
625 Failed logon jessie (192.168.15.160) Tart
625 Failed logon jessie (192.168.15.160) Tart
625 Failed logon jessie (192.168.15.161) Tart
525 Failed logon jessie (192.168.15.161) Tary
625 Failed logon lessie (192.168.15.162) Tart
625 Failed logon lessie (192.168.15.162) Tart
625 Failed logon jessie (192.168.15.163) Tar
625 Failed logon jessie (192.168.15.163) Targ




10. MapDescription DT« )LATAY 74 pTh% R 9 [Successful logon & EIREFETOAT 4>
L1=2&%R9 [Administrative logon|DFxv9% BN ([Failed logon |DF Ty 7IEFELI=FF)
LE Y, MapDescription 5D WRZ %L TLF=ELY, Successful logon] &l Administrative lo
gon]IZF Ty UZBML TZELY,

v Help
3 7 " U i i S
SE=E S = B %o0 [
| E_ | M P
~|Eventd [~]MapDesc on @ _
| 4625 1 ie (192.168.15.150)

ie (192.168.15.150)
ie (192.168.15.151)
Top 10 ie (192.168.15.151)
ie (192.168.15.152)
ie (192.168.15.152)
ie (192.168.15.153)
Standard Filter... ie (192.168.15.153)
ie (192.168.15.154)
ie (192.168.15.154)
ie (192.168.15.155)
hie (192.168.15.155)
fie (192.168.15.156)
& Successfullogon | fie (192.168.15.156)
fie (192.168.15.157)
N Hie (192.168.15.157)
|| The Event log servic fie (192.168.15.158)
fie (192.168.15.158)
fie (192.168.15.159)
ie (192.168.15.159)
ie (192.168.15.160)
ie (192.168.15.160)
Bic (192.168.15.161)
el ic (192.168.15.161)
jessie (192.168.15.162)
iessie (192.168.15.162)

¢ Empty
Not Empty

[] started execution ol =

["] successful RDP Coni

[] The Eventlog servic

4625 Failed logon
4625 Failed logon



11. RecordNumberl 1126 41T, [8/25 12:47 |f13E DI RemoteHost |5|ZE R A& IP 7RL X192.168.1
513110585 AU NEIMLTWNVET , CNITEEHRANDOEEMYREDIER (220F7TLEIZIE
) E—BLEYS,

Edit View Insert

‘B-EH- M by~
LiberationSans |+ (10 |+ @ @ =E== B - % 00 [{] %3
A9952 v -
A E | M P Q R =
9403 4672 Administrative logon SeAssignPrimary TokenPrivilege, SeTchPrivilege, i .
9506 1110 2019-08-25 12:44:22.2266990 4624 Successful logon ) Target: NT AUTHORITY\SYSTEM LogonType 5 >
9607 1111 2019-08-25 12:44:22.2267065 4672 Administrative logon eAssignPrimary T ivilege, SeTcbPrivilege, eovi || T
9611 1114 2019-08-25 12:44:22.2615968 4624 Successful logon ) Target: NTAUTHORITYISYSTEM LogonType 5
9612 1115 2019-08-25 12:44:22 2616035 4672 Administrative logon Se, rimary TokenPrivilege, SeTchPrivilege i 5]
9716 1125  2019-08-2512:47:03.5868104 4672 Administrative logon e, SeBackupPrivilege. ivilege, Se1
9717 1126 2019-08-25 12:47:03.5868637 4624/Successful logon WIN-6S3UMBM2KM3 (192.168.15.131) Target: WIN-340J7QH7TLNAdmink ®©
9734 1129 2019-08-25 12:47:04.9854123 4672 Administrative logon lege, rivil Privilege, SeT
9735 1130 20190825 12: ,9854810 4624 Successful logon WIN-6S3UMBM2KM3 (192.168.15.131) Target: WIN-34037QH7TL\Admin® LogonType 3 =
9932 1132 2019-08-25 12:47.06.2378445 4624 Successful logon ©) Target: Window ManagenDWM-2  LogonType 2
9933 1133 2019-08-25 12:47:06.2378572 4624 Suceessful logon (G] Target: Window ManageDWM-2  LogonType 2
9934 1134 2019-08-25 12:47:06.2378611 4672 Administrative logon SeAssignPrimary T rivilege, SeAuditPrivilege,
9935 1135 2019-08-25 12:47:06.2376627 4672 Administrative logon ) ) SeAssignPrimary TokenPrivilege, SeAuditPrivilege
e952 [ ] 1139 2019-08-25 12:47:06.9548831 4624 Successful logon WIN-34037QH7TLI (192.168.15.131) Target: WIN-34017QH7TL\Admin® LogonType 10 i
9953 1140 2019-08-25 12:47:06.9548883 4672 Administrative logon ‘SesSecurityPrivilege, SeTakeQunershipPrivilege, SeLoadDriverPr
9974 1142 2019-08-25 12:47:07.7764835 4624 Successful logon ) Target: Window ManageDWM-3 | LogonType 2
9975 1143 2019-08-25 12:47:07.7764962 4624 Successful logon ) Target: Window ManagenDWM-3  LogonType 2
9976 1144 2019-08-25 12:47:07.7765001 4672 Administrative logon Se. rimary Tok rivilege, SeAuditPrivilege,
9977 1145 2019-08-25 12:47:07.7765017 4672 Administrative logon Se, rimary TokenPrivilege, SeAuditPrivilege
10745 | O 1150 2019-08-2513:05:15.9657114 4625 Failed logon jessie (192.168.15.150) Target: \Administrator LogonType 3
10760 | O 1151  2019-08-25 13:05:16.7429072 4625 Failed logon jessie (192.168.15.150) Target: \Administrator LogonType 3
10775 | O 1152 2019-08-25 13:05:18.6097675 4625 Failed logon jessie (192.168.15.151) Target: \Administrator LogonType 3
1079 | O 1153 2019-08-25 13:05:19.4949230 4625 Failed logon jessie (192.168.15.151) Target: \Administrator LogonType 3
10805 | O 1154 2019-08-2513:05:21.3791111 4625 Failed logon jessie (192.168.15.152) Target: \Administrator LogonType 3
10820 | O 1155 2019-08-25 13:05:22.2650057 4625 Failed logon jessie (192.168.15.152) Target: \Administrator LogonType 3
10835 | O 1156 2019-08-25 13:05:24.1399874 4625 Failed logon jessie (192.168.15.153) Target: \Administrator LogonType 3
10850 | O 1157 2019-08-25 13:05:25.0259744 4625 Failed logon jessie (192.168.15.153) Target: \Administrator LogonType 3
10865 [¢}) 1158 2019-08-25 13:05: 4625 Failed logon jessie (192.168.15.154) Target: \Administrator LogonType 3
10880 | O 1159 2019-08-25 13: 4625 Failed logon jessie (192.168.15.154) Target: \Administrator LogonType 3 r
o
M4 b» M 4| tips2
R |Find v & Find Al "] Formatted Display [ | Match Case
Sheet 1 of 1 Default = | G Average: 2877.83333333333; Sum: 17267 - + | 110%

12. Zh LD 05 %R TULW &, RecordNumberl 1195 147 T (13:06 L) . IP 7KL A1192.168.15.17
UMD AT UL TWET , ZORIEDELS IP TRLANSDAS AU A LKL T
WBTEMND, BHD /Ny (RybEEZBND) HHOT 4 ITEERML. [192.168.15.17
1MDDRITHIC AT A VICHYILEEHERITEE T,

Edit View Insert

‘BE-E-JdEa 5 - @ B
LiberationSans |+ (10 |+ @ @ == =| B - %00 [ %

A11398:AMJ1146¢| v | B X = >

A B E | M P Q R =
11291 [¢) 1186 2019-08-25 13:06:05. 4625 Failed logon jessie (192.168.15.168; Target: \Administrator LogonType 3 .
11306 | O 1187  2019-08-25 13:06:06.4888801 4625 Failed logon jessie (192.168.15.168, Target: \Administrator LogonType 3 >
11321 [e) 1188 2019-08-25 13:06:08.3456671 4625 Failed logon jessie (192.168.15.169) Target: \Administrator LogonType 3 LR
1337 | O 1189 2015-08-25 13:06:09.2061439 4625 Failed logon jessie (192.168.15.169, Target: \Administrator LogonType 3
11352 o 1190  2019-08-25 13:06:11.0781100 4625 Failed logon jessie (192.168.15.170) Target: \Administrator LogonType 3 B
11367 | O 1191 2019-08-25 13:06:11.9470897 4625 Failed logon jessie (192.168.15.170) Target: \Administrator LogonType 3
11382 [6}) 1192 2019-08-25 13:06:13.8446455 4625 Failed jessie (192.168.15.171) Target: \Administrator Type 3 Q]
11398 1194 [2019-08-25 13:06:14.7079711 7 logon Ses lege, SeBackupPrivilege, SeRestorePrivilege, SeT
11399 1195  2019-08-25 13:06:14.7080430 4624'Successful logon essie (192.168.15.171 Target: WIN-340J7QH7TLI\Admin® LogonType 3 =
11461 1198 2019-08-25 13:06:14.9702285 4624 Successful logon Target: Window ManagenDWM-2 LogonType 2
11462 1199 2019-08-25 13:06:14.9702561 4624/Successful logon Target: Window ManagenDWM-2 | LogonType 2
11463 1200 2019-08-25 13:06:14.9702613 4672 Administrative logon SeAssignPrimaryTokenPrivilege, SeAuditPrivilege,
11464 [ ] 1201 2019-08-25 13:06:14.9702632 4672 Administrative logon ) ) SeAssignPrimary TokenPrivilege, SeAuditPrivilege
11475 [¢) 1204 2019-08-25 13: 4625 Failed logon jessie (192.168.15.172) Target: \Administrator LogonType 3
11490 | O 1205  2019-08-25 13:06: 4625 Failed logon jessie (192.168.15.172) Target: \Administrator LogonType 3
11505 [¢) 1206 2019-08-2513:06:19.3292388 4625 Failed logon jessie (192.168.15.173) Target: \Administrator LogonType 3
11520 | O 1207 2015-08-25 13:06:20.1955014 4625 Failed logon jessie (192.168.15.173) Target: \Administrator LogonType 3
11535 ¢} 1208 2019-08-25 13:06:22.0752605 4625 Failed logon jessie (192.168.15.174) Target: \Administrator LogonType 3
11550 | O 1209 2019-08-25 13:06:22.9304532 4625 Failed logon jessie (192.168.15.174) Target: \Administrator LogonType 3
11565 [¢) 1210 2019-08-25 13:06:24.8150249 4625 Failed logon jessie (192.168.15.175) Target: \Administrator LogonType 3
11588 | O 1211 2015-08-25 13:06:25.6872619 4625 Failed logon jessie (192.168.15.175) Target: \Administrator LogonType 3
11603 o 1212 2019-08-25 13:06:27.5631689 4625 Failed logon jessie (192.168.15.176) Target: \Administrator LogonType 3
11618 | O 1213 2019-08-25 13:06:28.4166569 4625 Failed logon jessie (192.168.15.176) Target: \Administrator LogonType 3
11633 [¢) 1214 2015-08-2513:06:30.2902514 4625 Failed logon jessie (192.168.15.177) Target: \Administrator LogonType 3
11648 | O 1215 2019-08-25 13:06:31.1660341 4625 Failed logon jessie (192.168.15.177) Target: \Administrator LogonType 3
11663 [0} 1216 2019-08-25 13:06:33.0441338 4625 Failed logon jessie (192.168.15.178) Target: \Administrator LogonType 3
11678 | O 1217 2019-08-25 13:06:33.9040592 4625 Failed logon jessie (192.168.15.178) Target: \Administrator LogonType 3
11693 o) 1218 2019-08-25 13:06:35.7940760 4625 Failed logon jessie (192.168.15.179) Target: \Administrator LogonType 3
1708 | O 1219 2019-08-25 13:06:36.6486620 4625 Failed logon jessie (192.168.15.179) Target: \Administrator LogonType 3 E

o

M4 b» M 4| tips2
R |Find v & Find Al "] Formatted Display [ | Match Case
Sheet 1 of 1 67 rows, 1024 columns selected Default =G Average: 2922 91666666667, Sum: 35075 - + 110%




14. ZOITD FLAG 5T @ 1Z A AL TLIEELY,

Insert F
-B-E- A8
TakaoPGothic |+|[10 |+ @ @&
A11398:A11464 |- & Z = (@
A B D
1261 | O 1184  2019-08-25 13:06:02.8505698
11276 | O 1185  2019-08-2513:06:03.7189250
11291 | O 1186 2019-08-2513:06:05.5850536
11306 | O 1187 2019-08-25 13:06:06.4888801
11321 | O 1188 2019-08-25 13:06:08.3456671
11337 [o] 1189 2019-08-25 13:06:09.2061439
11352 | O 1190 2019-08-2513:06:11.0781100
e} 1191 2019-08-2513:06:11.9470897
1192 2019-08-25 13:06:13.8446455
11398 1194 2019-08-2513:06:14.7079711
11399 ® 1195 2019-08-25 13:06:14.7080430
11461 L ] 1198 2019-08-25 13:06:14.9702285
1462 | @ 1199 2019-08-2513:06:14.9702561
11463 | @ 1200 2019-08-2513:06:14.9702613
11464 | @ 1201 2019-08-2513:06:14.9702632
11475 1204 2019-08-2513:06:16.5860815
114% | O 1205  2019-08-2513:06:17.439988L
1505 | O 1206 2019-08-2513:06:19.3292388
11520 | O 1207 2019-08-2513:06:20.1955014
11535 | O 1208 2019-08-2513:06:22.0752805
11550 (o] 1209 2019-08-25 13:06:22.9304532
1565 | O 1210 2019-08-2513:06:24.8150249
11588 | O 1211 2019-08-2513:06:25.6872619
11603 | O 1212 2019-08-2513:06:27.5631889
11618 (o] 1213 2019-08-25 13:06:28.4166569
1633 | O 1214 2019-08-2513:06:30.2902514
11648 | O 1215  2019-08-2513:06:31.1660341
11663 | O 1216 2019-08-2513:06:33.0441338
11678 | O 1217 2019-08-25 13:06:33.9040592
M4 W | tips2
R [Find v | G Find All
Sheet 1 of 1 67 rows, 1 columns selected

i
®

m
4

4625 Failed logon

4625 Failed logon

4625 Failed Jogon

4625 Failed logon

4625 Failed logon

4625 Failed logon

4625 Failed logon

4625 Failed logon

4625 Failed logon

4672 Administrative logon
4624 Successful logon
4624 Successful logon
4624 successful logon
4672 Administrative logon
4672 Administrative logon
4625 Falled logon

4625 Failed logon

4625 Failed logon

4625 Failed logon

4625 Falled logon

4625 Failed logon

4625 Failed logon

4625 Failed Jogon

4625 Falled logon

4625 Failed logon

4625 Failed logon

4625 Failed logon

4625 Failed logon

4625 Failed logon

) Formatted Display [] Match Case

Default

Jessie (192.168.15.167)
jessie (192.168.15.167)
Jessie (192.168.15.168)
jessie (192.168.15.168)
|essie (192.168.15.169)
jessie (192.168.15.169)
Jessie (192.168.15.170)
jessie (192.168.15.170)
jessie (192.168.15.171)

jessie (192.168.15.171)

(C]

lessie (192.168.15.172)
jessie (192.168.15.172)
Jessie (192.168.15.173)
jessie (192.168.15.173)
[essie (192.168.15.174)
jessie (192.168.15.174)
Jessie (192.168.15.175)
jessie (192.168.15.175)
jessie (192.168.15.176)
jessie (192.168.15.176)
Jessie (192.168.15.177)
jessie (192.168.15.177)
jessie (192.168.15.178)
jessie (192.168.15.1

Q=0
= [ - - B-gM

R
Target: \Administrator LogonType 3
Target: \Administrator LogonType 3
Target: \Administrator LogonType 3
Target: \Administrator LogonType 3
Target: \Administrator LogonType 3
Target: \Administrator LogonType 3
Target: \Administrator LogonType 3
Target: \Administrator LogonType 3
LogonType 3

Target: \Administrator
S urit

ge, SeBackt q

ge. SeT

Target: WIN-340J7QH7TLIAdmin® LogonType 3

Target: Window ManagenDWM-2  LogonType 2

Target: Window ManagenDWM-2  LogonType 2
kenPrivilege, S

e, s
SeAssignPrimary TokenPrivilege, SeAuditPrivilege

Target: \Administrator LogonType 3
Target: \Administrator LogonType 3
Target: \Administrator LogonType 3
Target: \Administrator LogonType 3
Target: \Administrator LogonType 3
Target: \Administrator LogonType 3
Target: \Administrator LogonType 3
Target: \Administrator LogonType 3
Target: \Administrator LogonType 3
Target: \Administrator LogonType 3
Target: \Administrator LogonType 3
Target: \Administrator LogonType 3
Target: \Administrator LogonType 3
Target: \Administrator LogonType 3

Average: ; Sum: 0 = 0

15. SSIZFNLEOOYER T E ., RecordNumberl 1224 117 T (13:20 EB) . IP 7RFL A192.168.
15101505 A UABLTWVET , ciE. OF A VEHITTAFEL/ AR —FZFIAL
TIREEN RDP TEMLI-EZEZONT T, ZOTD FLAG FIIZT @ 12 A AL TLESLY,

e B A,

Insert F

B-B-EH- @ «20- 54
Liberationsans |v| (10 |+ @ @ @ & - | === 5 - -2
AT1793:AMINTS: |+ | & £ = |@ b
2ox ] : | Lo | | dm -
11535 o 1208 2019-08-25 13:06:22.0752805 4625 Failed logon Jessie (192.168.15.174) Target: \Administrator LogonType 3
11550 | O 1209 2019-08-25 13:06:22.9304532 4625 Failed logon jessie (192.168.15.174) Target: \Administrator LogonType 3
11565 | O 1210 2019-08-2513:06:24.8150249 4625 Failed logon Jessie (192.168.15.175) Target: \Administrator LogonType 3
11588 | O 1211 2019-08-2513:06:25.6872619 4625 Failed logon jessie (192.168.15.175) Target: \Administrator LogonType 3
11603 | O 1212 2019-08-25 13:06:27.5631889 4625 Failed logon lessie (192.166.15.176) Target: \Administrator LogonType 3
11618 [e] 1213 2019-08-25 13:06:28.4166569 4625 Failed logon jessie (192.168.15.176) Target: \Administrator LogonType 3
11633 o 1214 2019-08-25 13:06:30.2902514 4625 Failed logon jessie (192.168.15.177) Target: \Administrator LogonType 3
11648 | O 1215 2019-08-25 13:06:31.1660341 4625 Failed logon jessie (192.168.15.177) Target: \Administrator LogonType 3
11663 | O 1216 2019-08-2513:06:33.0441338 4625 Failed logon jessie (192.168.15.178) Target: \Administrator LogonType 3
11678 | O 1217 2019-08-2513:06:33.9040592 4625 Failed logon jessie (192.168.15.178) Target: \Administrator LogonType 3
11693 [e) 1218 2019-08-25 13:06:35.7940760 4625 Failed logon jessie (192.168.15.179) Target: \Administrator LogonType 3
11708 [e) 1219 2019-08-25 13:06:36.6486620 4625 Failed logon jessie (192.168.15.179) Target: \Administrator LogonType 3
11723 o 1220 2019-08-25 13:06:38.5222115 4625 Failed logon jessie (192.168.15.180) Target: \Administrator LogonType 3
11738 | O 1221 2019-08-2513:06:39.4045261 4625 Failed logon Jessie (192.168.15.180) Target: \Administrator LogonType 3
11792 1223 2019-08-2513:20:23.1141285 4672 Administrative logon 'SeSecurityPrivilege, SeBackupPrivilege. SeRestorePrivilege, SeT
1224 2019-08-25 13:20:23.1142320 4624 Successful logon jessie (192.168.15.10) Target: WIN-340J7QH7TLINAdmin® LogonType 3
11829 1226 2019-08-25 13:20,23.3844815 4624 successful logon e Target: Window ManagenDWM-2  LogonType 2
11830 1227 2019-08-25 13:20:23.3845266 4624 Successiul logon (6] Target: Window ManagenDWM-2 _ LogonType 2
11831 1228 2019-08-25 13:20:23.3845451 4672 Administrative logon TokenPrivilege, SeAuditPrivilege.
11832 1229 2019-08-25 13:20:23.3845467 4672 Administrative logon AJ ivilege, g
11848 1233 2019-08-25 13:20:23.8848525 4624 Successful logon WIN-340J7QH7TLI (192.168.15.10) Target: WIN-340J7QH7TLI\AdminkLogonType 10
11849 1234 2019-08-25 13:20:23.8848585 4672 Administrative logon S Privilege, SeTakeQ lege, SeLoadDriverPr
11931 [e} 1238 2019-08-2513:21:55.5264316 4625 Failed logon LogonType 5
11932 | O 1239 2019-08-2513:21:55.5271506 4625 Failed logon LogonType 5
12012 1245 2019-08-25 13:39:50.8184141 4624 Successful logon WIN-340J7QH7TLI (127.0.0.1) Target: WIN-340J7QH7TLIAdmin® LogonType 2
12013 1246 2019-08-25 13:39:50.8184213 4672 Administrative logon SesecurityPrivilege, SeTakeQwnershipPrivilege, SeLoadDriverPr
12070 1252 2019-08-25 13:41:26.0326798 4624 Successful logon (] Target: NT AUTHORITY\SYSTEM LogonType 5
12071 1253 2019-08-2513:41:26.0326870 4672 Administrative logon TokenPrivilege. SeTcbPrivilege, SeSecurityPrivi
12125
i
M 4 ¥ H + | tps2
R |Find v | & Find All [_] Formatted Display ] Match Case
Sheet 1 of 1 1 raws, 1024 columns selected Default = Average: 2924; Sum: 5848 - 0 +

e B A,




16. MapDescription F|DERIIZHIZEBMLET M1 ZILEBIRLIZRIZ, A=2—/3—M 5[ Shee
t]—TInsert Columns]—[Columns Left]Z&EIRL TLZELY,

e
File Edit wview Insert Farhpc sheet Data Tools Window Help

-B-B- Insert Cel Cerl++ Q ==
Insert Ro! »
Liberation Sans | + (F) ] nns Le | = 2 X & o = E [ =1
M1 v| & T ! vl =
A B e Ctrl+ Q R -
FLAG Recordhul TimeC i [*]PayloadDatal [*]PayloadDataz [*]Paylo o
371 14 elete columns Target NT AUTHORITY\SYSTEM LogonType O
409 51 en - Target NT AUTHORITY\SYSTEM LogonType 5 iy
410 | 52 = = SeAssignPrimary, ge, SeTchPrivilege. leas
414 53 . c Target NT AUTHORITY\NETWOR LogonType 5 &3]
15 54 et hedorEnd I SeAssignPrimary TokenPrivilege, SeAuditPrivilege, SelmpersonatePri |
429 56 ~ _ Target: Window Manager\DWM-1  LogonType 2 (L))
430 57 tfrom File. Target: Window ManagerDWM-1  LogonType 2
431 58 Link to External Dat: I SeAssignPrimary TokenPrivilege. SeAuditPrivilege. i || B
432 59 SeAssignPrimaryTokenPrivilege, SeAuditPrivilege
433 60 Target: NT AUTHORITY\LOCAL S¥LogonType 5
434 61 Fill Cells SeAssignPrimary TokenPrivilege, SeAuditPrivilege, SelmpersonatePrit
439 62 Target NT AUTHORITY\SYSTEM LogonType 5
440 | 63 SeAssignPrimary TokenPrivilege, SeTcbPrivilege. ileae |
456 64 Collcomments c ] - Target NT AUTHORITY\SYSTEM LogonType 5
457 65 & e Fanre SeAssignPrimaryTokenPrivilege, SeTcbPrivilege, SeSecurityPrivilege
463 66 Cleaiteis : Target. NT AUTHORITY\SYSTEM LogonType 5
s LE Move or Co ar ! ¢, SeT Q lege
511 84 | Target. NT AUTHORITY\SYSTEM LogonType 5
512 ] - Renams Sh ‘SeAssignPrimaryTokerPrivilege, SeTcbPrivilege, SeSecurityPrivilege
522 86 Target: NT AUTHORITY\SYSTEM |LogonType 5
523 87 ministrative logon iy T g g ilege
566 89 i = jccesstul logon - Target: NT AUTHORITY\SYSTEM LogonType 5
567 | %0 - ToPrevious sheet  Cirl+Pgup TSR SeAssignPrimary TokenPrivilege, SeTcbPrivilege, SeSecurityPrivilege
570 91 [« (S To Ml cessful logon Target: NT AUTHORITY\SYSTEM LogonType 5
571 92 SeAssignPrimary T ge, SeTchPrivilege. it
573 93 Target NT AUTHORITY\SYSTEM LogonType 5
574 % ¥ Sheet Tab Colo SeAssignPrimaryTokenPrivilege, SeTcbPrivilege. SeSecurityPrivilege

575 o5 Sheet Events. Target NT AUTHORITY\SYSTEM LogonType 5

MO» M | tips2
% [Find v| B FndAll [] Formatted Display [| Match Case

Average: ; Sum: 0

Format Sheet Data Tools Win
188 « L0 &5& -
o -aaeg &-8- ==

¢ L = |LogoniD

@aaes

D
WA TimeCreated [ZlRen

12019-08-17 06:35:02.4782120 4624 Successful logon -{)
2019-08-17 06:35:02.7142621 4624 Successful logon ()
12019-08-17 06:35:02.7142716 4672 Administrative logon
2019-08-17 06.35:02.8530860 4624 Successful logon (=)
12019-08-17 06:35:02.8530911 4672 Administrative logon
2019-08-17 06:35:03.3391637 4624 Successful logon ()
12019-08-17 06:35:03.3391755 4624 Successful logon =)
2019-08-17 06:35:03.3391795 4672 Administrative logon
12019-08-17 06:35:03.3391810 4672 Administrative loaon
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19. IEE N RDP TOY A LI=EBH 5 RecordNumberl 1224 147D Payload |5 D EE SR
L. [TargetLogonld |D{EI0x46FB32 % —L . LogonID 1FIIZEANLET,

Maa « @ &-
Liberationsans |+ (10 [+ @ @ @ & - & -

%onﬂj o 0 F=

% =m0 LS
1

z11793 - '}.{’ @Name":"SubjectDomainName","#text":""}.{"@Name":"s | v/ || -
11588 ubjectUsersid", "#lex| ‘SubjectDomainName”, "#tex
11603 _{"EventData’ ubjectUsersid", #tex ‘SubjectDomainName”, "#exi
11618 _{"EventData’ ‘SubjectDomainName","#tex

11633 {'EventDate”
11648 {EvenDats
11663
11678
11693
11708
11723
11739

‘SubjectDomainhame"
‘SubjectDomainName

e B8R

-5-21-874153392-1857218376-40565467-500"} [ "@Name"
©"$-1-0-0'}{"@Name"."SubjectUserName”, #text™."-"},{" @Name’
4153392-1857218376-40565467-500'}," @Name - Target,

: e, #ext” "3 {"@Name""LogonProcessName’
jENGUid", "#1ext":"00000000-0000-0000-0000-000000000000
'NTLM V2'}{"@Name""KeyLength" "#text""128").{"@Name":"Process|d" "#text":"0x0"},{"@Name""ProcessName","#text""-'},

{"@Name""IpPort’, #ext 0"} {@Name": ImpersonationL evel" "#text"%6%1833"),{"@Name""RestrictedAdminMode”, #text""},
1. @Name"TargetouthoundDomainame”. #ext' . { @Name""VimualAccount', #text':'%%1843'). @Name" "TargetLinkedLogonid" #ext " 0x0'},

},{@Name"” ﬁumbbeg&-mmg Sty
{@Name "TargetDomainName", #ext" WIN- 340J7QH7TLI'}‘

JLM')(@NamE ‘AuthenticationPackageName", #text"NTLM},

"} @Name” TransmittedServices” " #ext™"

LmPackageName" "#text"
IpAddress”, Hext':"192.168,

"TargetOutboundUserName”

'SubjectUserName"”, "#tex IN-340J7QH7TLIS},{"@Nam
"SubjectUserName’, #iext": WIN-340J7QH7TLIS}.{"@Name
-21-874153392-1857218376-40565467-500.{"@Name"" SubjectserName”. text': “Administrator], " @Name"™ ‘SubjectDomainName", "#text": Wi
"SubjectUserName" "#text":'WIN-340J7QH7TLIS"}.{"@Name""SubjectDomainhame". "#text": WORKGROUP"L{"@Name":"Subj
"SubjectUserName’, "#text""SYSTEM'},{"@Name":"SubjectDomainName","#text”"NT AUTHORITY"},{"@Name""SubjectL ogonic

- % Find All [] Formatted Display [] Match Case

331 of 12123 records found Default

Average: ; Sum: 0

B-B-EH-dea « i in
LiberationSans | v| (10 |v| @ @ % 00 [ %2 2
ANT793AMII7: | & Z = (@ >l =
o ] | | L | | | R | g
11588 | O 1211 2019-08-25 13:06:25.6872619 4625 Failed logon jessie (192.168.15.175) Target. \Administrator LogonTyg o
11603 o 1212 2019-08-25 13:06:27.5631889 4625 Failed logon jessie (192.168.15.176) Target: \Administrator LogonTyg
11618 | O 1213 2019-08-2513:06:28.4166569 4625 Failed logon Jessie (192.168.15.176) Target: \Administrator LogonTyr || (I
11633 | O 1214 2019-08-2513:06:30.2902514 4625 Failed logon jessie (192.168.15.177) Target: \Administrator LogonTyk
11648 | O 1215 2019-08-2513; 4625 Failed logon Jessie (192.168.15.177) dministrator LogonTys || [E3
11663 [e] 1216 2019-08-25 13 4625 Failed logon jessie (192.168.15.178) dministrator LogonTyg
11678 | O 1217 2019-08-25 13:06:33.9040592 4625 Failed logon jessie (192.168.15.178) dministrator LogonTyr || (%)
11693 [e) 1218 2019-08-25 13:06:35.7940760 4625 Failed logon jessie (192.168.15.179) LogonTyg
11708 | O 1219 2019-08-2513 4625 Failed logon jessie (192.168.15.179) LogonTyg || fr
11723 | O 1220 2019-08-2513:06:38.5222115 4625 Failed logon jessie (192.168.15.180) LogonTyg
11739 [e) 1221 2019-08-25 13:06:39.404526 1 4625 Failed logon jessie (192.168.15.180) Target: \Administrator LogonTyg
| 11792 13.20:23.1141 4672, logon rivilege,
2019-08-25 13:20:23.1142320 4624 0x46FB32 Successful logon jessie (192.168.15.10) Target: WIN-: 340J7QH7TLI\AGM!HH_.9§9[\H;
11829 3 TS 2628 UCGCESSTUl [ogon Targe indow ManagerDWM-2  LogonTyE |
11830 2019-08-25 13:20.23.3845266 4624 Successful logan 0 Target Window ManagenDWM-2  LogonTys
11831 1228 2019-08-25 13:20:23.3845451 4672 ‘Administrative logon SeAssignPrimary TokenPrivilege, SeAuditPriv
11832 1229 2019-08-25 13:20,23.3845467 4672 Administrative logon SeAssignPrimaryTokenPrivilege, SeAuditPriv
11848 1233 2019-08-25 13:20:23.8848525 4624 Successful lagon WIN-340J7QH7TLI (192.168.15.10) Target: WIN-340J7QH7TLINAdminkLogonTyr
11849 1234 2019-08-25 13:20:23.8848585 4672 Administrative logon rivilege, SeTakeO! rivile
11931 [e) 1238 2019-08-2513:21:55.5264316 4625 Failed logon -0 LogonTye
11932 [e] 1239 2019-08-25 13:21:55.5271506 4625 Failed logon -() LogonTyg
12012 1245 2019-08-25 13:39:50.8184141 4624 Successful logon WIN-340J7QH7TLI (127.0.0.1) Fargel WIN-340J7QH7TLNADmIN®LOgonTyE
12013 1246 4672 Administrative logon ‘SeSecurityPrivilege, SeTakeOwnershipPrivile
12070 1252 4624 Successful logan (C) Target: NT AUTHORITY\SYSTEM LogonTys
12071 1253 2019-08-25 13:41:26.0326870 4672 Administrative logon SeAssignPrimaryTokenPrivilege, SeTchPrivil
12125
12126
12127
12128 A
= i
M 4 ¥ H + | tps2
% [Find - % FndAll [] Formatted Display [| Match Case
Sheet 1 of 1 1 raws, 1024 columns selected Default : Average: 2924; Sum: 5848 - 0 +| 110%
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21. MapDescription FID T4 LA TAOS #427% 7R3 [An account was logged off]&lUser initiated |
ogoff IDFTYIZEBM(CNETERL-FzVIIEELIZFF)LET,

22 A=a—/N\—m5TEdit]—TFind JZBIRLET .

Data Tools Window

Cut

Copy Ctri+C

Pa; Cerl+v
e Cerl+Shift+V

Only

Select All Ctrl+Shift+Space

Select

Cell Edit Mode

Cell Protection

Find...

Find & Replace...

Track Changes 23:3343525
Compare Document... :20:23.8848585
24.8274800
25.0162410
25.0162904

Merge Document...

Design Mode
Ctrl+Shift+M

1249 2019-08-25 13:
1980 201 6.NR-2R 12:20°R2 ANTARAA

23. HEA FICHERRFXF—T—FANTH—LDARTEINET DT, RERIXFF| A NRIZ TargetLog
onld M{EM0x46FB321%aE—L. Find AR ZHLET,

1irus [ 1219 LULS-UG-£D LSIUD.S0.0400020 | 40LD Faneu ogon
11723 (@] 1220 2019-08-25 13:06:38.5222115 | 4625 Failed logon
11739 @) 1221 2019-08-25 13:06:39.4045261 | 4625 [Failed logon
11792 1223 2019-08-25 13:20:23.1141285 | 4672 Administrati
i o 1224 2019-08-25 13:20:23.1142320 | 4624 Successful |
11829 | | 1226 2018-08-25 13:20:23.3844815 | 4624 |Successful |
11830 | | 1297 2019-08-25 13:20:23.3845266 4624 'Successful |
11831 | | 1228 2019-08-25 13:20:23.3845451 | 4672 Administrati
11832 | | 1229 12019-08-25 13:20:23.3845467 | 4672 Administrati
11848 | | 1233 2019-08-25 13:20:23.8848525 | 4624 ‘Successful |
11849 | | 1234 2019-08-25 13:20:23.8848585 4672 Administrati
11885 | | 1235 2019-08-25 13:20:24.8274800 | 4634 An account)
11905 | | 1236 2019-08-25 13:20:25.0162410 | 4634 An account)
11906 | | 1237 2019-08-25 13:20:25.0162904 | 4634 An account)
11931 | © 1238 2019-08-25 13:21:55.5264316 | 4625 [Failed logon
11932 | O | 1239 2019-08-25 13:21:55.5271506 | 4625 Failed logon
12012 | | 1245  2019-08-2513:39:50.8184141 4624 'Successful |
12013 | | 1246 2018-08-25 13:39:50.8184213 | 4672 Administratiy
12027 | | 1247 2019-08-25 13:39:51.0758304 4634 An account)
M4 pr M 4| tips2
b4 | 0x46FB32 v | s ["] Formatted Display [ | Makch Case Q
Sheet 1 of 1 351 of 12123 records found Default
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25. BIOAU RO BRE, FOXFIINEENDIEILDERNRTINET , %L T 51711792
17.11793 4T, 12027 4T) DI LogonID 15 Z{E0x46FB321&aF —LE 3,

Sheet Cell Content
A fL {"E IR L ) 3 DJECLU: LT = '.w 2 B4 - z :‘(
SZ511793 {"EventData":{"Data":[{"@Name":"SubjectUserSid","#text":"S-1-0-0"},{"@Name":"SubjectUs:
SMS11793 Ox46FB32
$Z512027 {"EventData"{"Data":[{"@Name":"TargetUsersid","#text":"5-1-5-21-874153392-18572 18376~
1]
Close

26. COFERM D, RecordNumberl1224 14T UTC 13 BF 20 4 23 fcAF A LE=1—H AN, Re
cordNumberl 1247147 13 B 39 4> 51 #MzOS A DILE=CEAbhbMnYET,

o - aaa : = ®-%00 [ %2 m-lF-E- 8-
A12027 &L= | =
A B D E M N Q R =

11678 | O 1217 2019-08-25 13:06:33.9040592 4625 Failed logon jessie (192.168.15.178) Target. \Administrator LogonTyg Y
11693 [e] 1218 2019-08-25 13:06:35.7940760 4625 Failed logon jessie (192.168.15.179) Target: \Administrator LogonTyg

11708 | O 1219 2019-08-25 13:06:36.6486620 4625 Failed logon jessie (192.168.15.179) Target: \Administrator LogonTyr | i
11723 [e] 1220 2019-08-25 13:06:38.5222115 4625 Failed logon jessie (192.168.15.180) Target: \Administrator LogonTyg

1739 | O 1221 4625 Failed logon jessie (192.168.15.180) Target: \Administrator __LogonTyr || B8
11792 1223 4672 0x46FB32 Administrative logon i lege, ivilege, SeR

11793 L] 1224 4624 0x46FB32 Successful logon jessie (192.168.15.10) Target: WIN-340J7QH7TLAdminkLogonTye || (%)
11829 1226 4624 Successful logon © indow ManagerDWM-2  LogonTyg

11830 1227 4624 Successful logon ) get: Window ManagerDWM-2 LogonTyr | | fa
11831 1228 2019-08-25 13:20:23.3845451 4672 Administrative logon SeAssignPrimary TokenPrivilege, SeAuditPriv

11832 1229 2019-08-25 13:20:23.3845467 4672 Administrative logon SeAssignPrimaryTokenPrivilege, SeAuditPriv

11848 1233 2019-08-25 13:20:23.8848525 4624 Successful logon WIN-340J7QHTTLI (192.168.15.10) Target: WIN-340J7QH7TLAGmInkLogonTyg

11849 1234 2019-08-25 13:20:23.8848585 4672 Administrative logon ‘SeSecurityPrivilege, SeTakeOwnershipPrivile

11885 1235 2019-08-25 13:20:24.8274800 4634 An account was logged of Target: WIN-340J7QH7TLIAdministrator

11905 1236 2019-08-25 13:20:25.0162410 4634 An account was logged of

11906 1237 2019-08-25 13:20:25.0162904 4634 An account was logged o

11931 o 1238 2019-08-25 13:21:56.5264316 4625 Failed logon -0 LogonTyg

11932 le] 1239 2019-08-25 13:21:56.5271506 4625 Failed logon Q) LogonTyg

12012 1245 2019-08-25 13:39:50.8184141 4624 Successful logon WIN-340J7QH7TLI (127.0.0.1) Target: WIN-340J7QH7TLAdminiLogonTyg

12013 1246 2019-08-2513:39:50.8184213 4672 Administrative logon SeSecurityPrivilege, SeTakeOwnershipPrivile

12027 [ | 1247 2019-08-25 13:39:51.0758304 4634 0xA6FB32 An account was logged o Target: WIN-340J7QH7TLNAdministrator

12048 1248 2019-08-25 13:39:52.0749001 4634 An account was logged of Target: WIN-340J7QH7TLINAdministrator

12050 1249 2019-08-25 13:39:52.4077543 4634 /An account was logged ofv Target: Window Manager\DWM-3

12051 1250 2019-08-25 13:39:52.4079664 4634 An account was logged of- Target: Window Manager\DWM-3

12070 1252 2019-08-25 13:41:26.0326798 4624 Successful logon ) Target: NT AUTHORITY\SYSTEM LogonTyf

12071 1253 2019-08-25 13:41.26.0326870 4672 Administrative logon SeAssignPrimaryTokenPrivilege, SeTcbPrivil

12082 1254 2019-08-25 13:41:26.5204014 4647 User initiated logoff

12125

12126 E
,,,,, Vi

M 4 ¥ H + | tps2

3 | oxacrB32 | % < FndAl [] Formatted Display [] Match Case
Sheet 1 of 1 351 of 12123 records found Default : Average: 2937.33333333333; Sum: 17624 - 0 + | 110%
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DFREASTAURITHREITTIP PRL X :192.168.15.150 ~ 192.168.15.180
QFERTAURITEEL KB 61 mohg: 1@
QEMERESNI=EBDONEZKRETIP PRLX:192.168.15.10
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